Cheque fraud -  internal controls advice to help reduce the risk of cheque fraud.


Cheque Fraud

A number of schools within the borough have recently been subject to fraudulent activity when cheques issued to suppliers were intercepted in the post and either the ‘Payee’ or the amount altered.  There have also been instances of counterfeit cheques being presented for payment.  Consequently, and to help reduce the risk of cheque fraud, internal controls advice has been set out below for schools to follow.

In order to provide a more permanent solution, the aim is to offer to all schools the facility of transacting supplier and other payments through BACS and to this end, the council is currently discussing available options with the banks.

Internal controls advice

Ordering, Receiving and Storing Cheques

· Avoid holding too large a stock of cheques as their design and layout may change regularly to keep up to date with evolving technologies. 

· If cheque books are not received, contact the bank to verify that they have been dispatched. 

· When a supply of new cheques is received, check through the books to make sure that no cheques have been removed en route. 

· Record the new cheques in the usual manner and store them securely.

· Always keep cheques in a secure place separate from the bank mandate. 

· Never leave cheques lying around unattended in public areas. 

· Regularly check that all unused cheques remain in the book and that none have been removed from the middle or towards the back.

Writing Cheques
· Use cheques in serial number order, making sure that all cheques remain in the book and that none are removed from the middle or back. 

· Begin writing or printing at the very left of the cheque and use reasonably large size writing or printing font. 

· Use on black/blue biro.

· When issuing a cheque to a large organisation such as Revenue and Customs, do not make the cheque payable simply to that organisation. Add further details on the payee line, for example 'Revenue and Customs re. JJ Jones Acc Ref 1234567'. 

· Draw a line through unused space on a cheque, so that unauthorised people cannot add extra details. 

· Don't leave large spaces between words and put a line through the space not used after the words in each line. 

· Don't leave a space between the £ sign and the amount inserted in the figures box, and put a line through any spaces not used after the numbers. 

· Always account for spoiled cheques and destroy them.

Sending Cheques
· When sending a cheque by post, make sure that your envelope doesn't advertise the contents. 

· The address on the envelope may make it obvious to a fraudster that there is a cheque involved – for example 'Revenue & Customs'. 

· For high value payments, consider using an alternative, secure means of transfer.

Reconciliation Issues
· Where possible, schools should revert to weekly bank reconciliations.

· Any unrecognised transactions should be reported to the bank ASAP. 

· The officer reconciling the cheques should not be the same officer who writes or authorises the cheques. 

· Ensure that underlying paperwork and SIMS reports are reconciled to all cheques written to verify that cheques are only raised for legitimate purposes. 

· Undertake regular audits of cheque stocks. 

· Any cheques that have not been presented after a reasonable time should be investigated. For example, a cheque that is missing could have been stolen. A cheque that is presented later than expected may have been ‘borrowed' and the information taken for use in a future fraud. 

· If a cheque is overdue for presentation, follow up with the payee, check for receipt and place a stop on the cheque if necessary.

· Cheques not cashed within 6 months should be stopped.
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