e-Safety Tips
 that can be copied & pasted in to your School Newsletter / Wesbite one at a time, to provide a drip-feed reminders for parents & children. 
(No particular order. Suggest you highlight them as you use them)
Did you know?  

When you send someone a photo, you MIGHT also be sending your Location & they can tell EXACTLY where you are on a street plan.  Keep “Location” facilities on SMART phones switched off until you NEED them.

Remember !!

If you have a social networking profile, check that your photos can only be seen by close friends.

Think about the information, images, comments and “likes” you post online.  Could this come back around and hurt you in some way?? 

Remember !!

Never let ANYONE know your username & passwords.  

If you think someone knows it, change it!!

Did you know?  

In the US it is illegal for someone under 13 to be a member of Facebook.  In UK it is not illegal, but it IS against the Facebook Terms & Conditions.

Remember !!

Never give personal details away when communicating with people online.

Remember !!

When registering for most websites you don’t need to fill in ALL the forms &  details.  Look for the asterisk * which shows which details MUST be given.  
Think!!

People can feel quite brave when they are typing. Sometimes it’s tempting to type something when if you were talking person to person, you wouldn’t dare be so rude or unkind. 

How SMART are you?

Can you think up a helpful e-Safety tip to put in our newsletter?  

Write it out and give / send it to your teacher.
Remember !!

What is OK for a teenager may not be appropriate for a younger child.  Discuss & agree some family rules. 
Remember!

If you receive nasty, rude or bullying messages, SAVE them as evidence.  It may be possible to track down WHO it is.

Ask yourself:

If I send  my friend this photo, what might they do with it one day if we fall out.

Top Tip!

Maybe get someone in the family to create an email address that the all members of the family use for such online registrations.

Remember!!

It’s not wise to allow young children to access the Internet in the seclusion of own bedroom. You have now ideas what they are doing.
Remember!!

The Internet can be accessed in many ways: computer / laptop / tablet / smart phone / games console / mobile games station – and more!

Remember !!

If you leave your computer for more than a few minutes :  Log off / Sign out !
Did you know?  

There are social networking sites AIMED at 7-13 year olds

How SMART are you?

Can you remember the SMART rules (see below for answers):

S
=   Safe   Keep your personal details safe
M
=   Meet ?
A
=   Accept ?
R
=   Reliable ?
T
=   Tell
THINK!! 
before you post comments.  If you’re angry / upset / sad, it’s often best to leave that comment until you’ve had a chance to think about it a bit.  Leave it  til later.

Check! 
What is online about you?     
Do a Google Search:  “Firstname Lastname”  What can you find?
Did you know?  

It is possible to get a Facebook account of an under-age person terminated.  If you are worried about the online activities of a young person, speak to your teacher.

Top Tip!

Limit your children’s time online.  Half an hour ?  and KEEP to the limit!!

Remember!

When registering online ONLY give essential information.

Review your online privacy settings:    Keep things -  “friends only”

Think!!

 about the information, images, comments and “likes” you post online. 
Remember!

Curious emails from someone you don’t know?

Delete them!! Don’t open them:  They MIGHT contain a virus.

Did you know?
When you are video conferencing (eg: Skype) The person at the other end CAN capture & save the video of you.  It’s quite easy.

THINK!!

If angry / upset:  take time out before posting
Ask yourself:
“Who can access this?”  “What COULD be a consequence?”

Ask yourself: 
Where is the risk?  

How can I be sure I stay safe?

Remember! 
Once images are  online you’ve lost ownership. Anyone can copy & save them !
Ask yourself: 

Does your children REALLY NEED that SMART phone?  

Get them a more basic phone, and delay the SMART phone til they’re older.
THINK!!

If someone is nasty / rude to you online:  DON’T REPLY!!  That’s probably just what they want.  It makes them feel powerful because they’ve got to you.

Top Tip!

Talk together, share experiences and have fun learning together. 

Top Tip!

If you allow your children to use social networking sites (eg: facebook), make sure the privacy settings are set either  to “Friends”  or “Customise” which allows you restrict posts / photos etc, to be seen only by people you list.

Remember! 
Some people online are not who they say they are!  They lie and they might be VERY convincing.  Be careful !
THINK!!

Always protect your mobile with a PIN (Personal Identity Number)
THINK!!

Use strong passwords:  
1w2g2C       (I want to go to China)

TAx2ss2m  (Te Amo, (twice), she said to me)

Remember! 

If you decide to meet an online “friend” –  go with an adult.
Remember! 

Tell an adult you trust if ANYTHING is troubling you.
Remember!!

Most main Internet providers will now give you a “safe” filtered Internet sservice if you ask them.  Go on!! - - -  Your children are worth it !!
Remember!!

It’s possible to access the Internet in many public places: cafes, stations, libraries, hotels. . . etc.  Sometimes just walking down the street!  Are your children able to spot the risks on the Internet ?
Top Tip!

Make sure you know where to go for help & advice  (add a new URL - see below)
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